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Abstract: This paper proposes to add a Key Issue to study enhanced expected UE behaviour parameter for NPN .
1. Introduction
The eNPN SID includes the following objective:
2.  Study enhancements of public network services access via NPN and vice versa enabled by some level of co-operation between NPNs and public networks. 
2. Discussion
SA1 requirements in TS 22.261 is shown below:

· The NPN network shall be able to provide suitable and secure means to enable an authorized 3rd party to provide the NPN network via encrypted connection with the expected communication behaviour of UE(s).

    NOTE 1: The expected communication behaviour is, for instance, the application servers a UE is allowed to communicate with, the time a UE is allowed to communicate, or the allowed geographic area of a UE.

· The NPN network shall be able to provide suitable and secure means to enable an authorized 3rd party to provide NPN network with the actions expected from the NPN network when detecting behaviour that falls outside the expected communication behaviour.

NOTE 2: Such actions can be, for instance, to terminate the UE’s communication, to block the transferred data between the UE and the not allowed application.
There is already definition of expected UE behavior parameter described in clause 4.15.6.3 in TS 23.502, such as Expected UE Moving Trajectory, Stationary Indication, Scheduled Communication Time, Battery Indication, but current expected UE behavior parameter are mostly for UE power saving scenario, it is reasonable to define more expected UE behavior parameter to achieve specific goal in NPN scenario.

For example, within a vertical industry factory, the NPN network is owned by the vertical industry factory, including SMF, UPF and NEF etc. AF is for example an OT control center of such factory, it controls the communication behavior of its subordinate UE, the subordinate UE, such as the AGV for delivery or monitoring purpose, may carry the confidential data of such factory, so the subordinate UE can only communicate with dedicated devices or application server allowed by the OT control center, which is necessary to ensure the data security of vertical industry factory. Specifically, OT center provide the allowed UE/Application list to NPN NFs (SMF, UPF) via NEF, and while detecting the UE is communicating with UE or application server out of the allowed list, NPN can block the transferred data connection for the security purpose. 
Therefore, in order to cover some security scenario for NPN case, such allowed UE/Application address list shall be included into expected UE behavior parameter provided by third party AF to NPN network.
3. Conclusion and proposal(s)
It propose to add a Key Issue of Enhanced expected UE behaviour parameter for NPN
* * * * First change * * * *

5.X
Key issue #X: Enhanced expected UE behaviour parameter for NPN
5.X.1
Description

SA1 TS 22.261 has requirement 
· The NPN network shall be able to provide suitable and secure means to enable an authorized 3rd party to provide the 3GPP network via encrypted connection with the expected communication behaviour of UE(s).

· The NPN network shall be able to provide suitable and secure means to enable an authorized 3rd party to provide NPN network with the actions expected from the NPN network when detecting behaviour that falls outside the expected communication behaviour.
As defined in rel-15 and rel-16, expected UE Behaviour parameters characterise the foreseen behaviour of a UE or a group of UEs, and used by the 5GS NF.
In case of NPN, for example, within a vertical industry factory, the NPN network is owned by the vertical industry factory, including SMF, UPF and NEF etc. AF is for example an OT control center of such factory, it controls the communication behavior of its subordinate UE, the subordinate UE, such as the AGV for delivery or monitoring purpose, may carry the confidential data of such factory, so the subordinate UE can only communicate with dedicated devices or application server allowed by the OT control center, which is necessary to ensure the data security of vertical industry factory. Specifically, OT center provide the allowed UE/Application list to NPN NFs (SMF, UPF) via NEF, and while detecting the UE is communicating with UE or application server out of the allowed list, NPN can block the transferred data connection for the security purpose.
Based on the NPN operator policy, a 3rd party AF can provide enhanced expected UE behaviour information to NPN network in order to achieve service customization for NPN scenario. For example, a 3rd party AF can provide NPN network with allowed UE/Application address list to prevent UE from being communicating with some hacking devices or application server.
This key issue is to study expected UE behavior related to mobility management, session management etc.
The Key Issue is to study the following:

· What expected UE behavior parameter the third party AF can provide to the NPN NFs?
* * * * End of change * * * *
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